Administration of Information Security

MSA 520 [all sections]
Southwestern College Professional Studies

COURSE SYLLABUS

. Course Catalog Description
This course provides a management review of information securityissuesand a thorough treatment of
the administration of information security. Topics such as planning for contingencies, policy and
programs, models and practices, risk management, threats, protection mechanisms, personnel security,
lawand ethics, and project management are studied.

Il Required and Supplementary Instructional Materials
Whitman, M. E., & Mattord, H. J. (2010). Management of information security (3rd ed.). Boston, MA:
Course Technology, Cengage Learning.

1. Course Delivery
There are two forms of coursedelivery Ground and Online:

Ground courses, or those that meet face-to-face on a weekly basis,also haveanonlinecomponent, which
means some of the coursecontent is delivered online. Southwestern College utilizes the Blackboard (Bb)
learning management system.

Onlinecourses typically contain a blend of synchronous (real -time) and asynchronous (notreal-time)
material. Depending on the course,you may be required at times to interact “live,” which might mean
attending a scheduled Collaboratesession. Youmay also be required to view or listen to a lecture or other
video on a specific dateand time. Of course, ifthere arecircumstances thatprohibityoufrom loggingin
to a scheduled synchronous activity,an alternateassignmentwill be provided. Pleaserefer to the Course
at a Glancesection which will note any synchronous activities.

IV. Learning Outcomes
Learning outcomes describethe knowledge, skills,values,and attitudes that learners gain as the resultof
a particular learning experience. Southwestern College Professional Studies has learning outcomes
specificto each courseand each undergraduate and graduate program of study, as well as institution-
wide outcomes related to the missionandvision of the college. Outcomes can help learners and
instructors focus on the big picture of the learning experience and can help inform potential employers
about a graduate’s knowledge and skills.

Upon successfully completingthis course, the learner will beableto:

e Uselawenforcement terminology and classifications.

e Explainlawenforcement methods and trends.

e Apply fundamental policing principles, generalizations or theories.

e  Apply coursematerials toimprove rational thinking, problemsolving and decision-making.

e Evaluate policeviolenceand police misconduct.
At the end of the course, learners mayvaryintheir ability toachievethese outcomes. You are more likely
to achievethese outcomes onlyifyou attend class and/or onlineactivities asrequired by the syllabus,
complete the requirements for all assignments to the best of your ability, participateactivelyinclass
activities and group work as directed, and study diligently for exams.

V. Expectations
Learners can expect the instructor to:
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Respond to e-mail and phone contactattempts promptly (if you do not receive a response after
48 hours pleasefollow-up as a technology glitch may have occurred)

Substantially participatein weekly discussions/lecture

Employ impartial and consistentgrading practices

Provideassignmentgrades and feedback in one week or less

Instructors can expect the learner to:

Review the syllabusinits entirety requesting clarification prior to beginning week 1 coursework
Obtain access tothe required course materials prior to the classstartdateor notify the
instructor of any delay no later than Tuesday of week 1 of the course

Submit course assignment questions with enough notice to receive andincorporatefeedback
prior to the assignmentdue date (see courselate policy)

Possess basic skillsin Microsoft Office,and havethe ability toaccess Blackboard

Includethe courselD (Ex: CORE101) on all e-mail correspondence

Check Blackboard courseannouncements often duringthe course

Communicate with instructors and classmates ina professional and respectful manner
Substantially participatein weekly discussion/lecture (itis strongly suggested that Bb posts be
prepared inaword processingsoftwareapplication then checked for grammar errors prior to
submission)

Submit assignments via the appropriateavenue (e.g. discussion board, Bb assignmentlink, etc.)
Adhere to the Southwestern College Student Code of Conduct and Standards of Academic
Integrity

Create and submit original work

\/R Grading Scale and Criteria

Grade Quality Points Course Scale
A+ 4.00 100%

A 4.00 94.0-99.9%
A- 3.67 90.0-93.9%
B+ 3.33 87.0-89.9%
B 3.00 84.0-86.9%
B- 2.67 80.0-83.9%
C+ 2.33 77.0-79.9%
C 2.00 74.0-76.9%
C- 1.67 70.0-73.9%
D+ 1.33 67.0-69.9%
D 1.00 64.0-66.9%
D- 0.67 60.0-63.9%
F 0.00 < 60.0%
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VIl.

VIIL.

Xl

Grade: Criteria and Guidelines:

A+ The grade of A+ is reserved for a perfect score (100%) of all workina course.

A Superior work:
Superior performance that far exceeds the minimum expectations and demonstrates
anexcellent understanding of the concepts addressed inthe course.

B Above average work:
Good performance that exceeds the minimum expectations and demonstrates a
higher than average understanding of the concepts addressed inthe course.

C Average Work:
Adequate performance that meets the minimal expectations and demonstrates a
basic understanding of the concepts addressed inthe course.

D Minimally acceptable work for receiving credit:
Below average performance that does not meet the minimum expectations and/or
does not demonstrate a basic understanding of the concepts addressedinthe course.

F Failure:
Unacceptable performance (ina professional context, this means “you’re fired.”)
WF Withdraw/Fail:

A final grade of WF will be recorded for learners who either never access/attend or
submitany assignments for courses.
WD, AW, |
' 7| Pleaserefer to the Grading System section of the appropriatecatalog.
S, W, WM pprop g
College Policies
Students are expected to read and abide by the college policies aslisted in the appropriate catalog:
e Undergraduate Catalog:For learners who do not possess a bachelor’s degree, are pursuingan
additional bachelor’s degree or for graduate learners who areenrolledin 100-400 level courses.
e Graduate Catalog:For learners who have earned a bachelor’s degree and are pursuinga master’s
degree or graduatelevel certificateor learners who are enrolledin 500+ level courses.

Non-Discrimination Policy

Student Code of Conduct

Academic Integrity Policy

Policies for Dealing with Violations of Academic Integrity
Incomplete Policy

Withdraw Policy

Course Policies
Students are expected to read and abide by the course policieslocated in the instructor-specific syllabus
inthe Blackboard course.

Technology Requirements

Citation

Check the Academic Resources linkinthe course menu of your Blackboard courseto find the specific
requirements and resources for formatting manuscripts and documenting various kinds of sources when
submitting written work.

SafeAssign®
This instructor may use SafeAssign®, whichis a system that allows for checking the originality of writing
and proper citing. Your assignments may be runthrough this software.
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Xil. Course Requirements:
Requirements Number of Points Percent of
Assignments Possible Grade
Discussion Assignments 6 450 45%
Midterm Exam 1 150 15%
Final Exam 1 150 15%
Final Paper 1 250 25%
Total Points 1000 100
Xill. Course at a Glance:
Unit Reading & Preparation Activities Graded Work Due
1 — Participateinthe Introductions Discussion 1. Unit1 Discussion
— Read Whitman & Mattord, Chapters 1-2
— Read Chapters 1-2 PowerPoints
2 — Read Whitman & Mattord, Chapters 3-4 1. Unit2 Discussion
— Read Chapters 3-4 PowerPoints
3 — Read Whitman & Mattord, Chapters 5-6 1. Midterm Exam
— Read Chapters 5-6 PowerPoints 2. Unit 3 Discussion
4 — Read Whitman & Mattord, Chapters 7-8 1. Unit4 Discussion
— Read Chapters 7-8 PowerPoints
5 — Read Whitman & Mattord, Chapters 9-11 1. Unit5 Discussion
— Read Chapters 9-11 PowerPoints
6 — Read Whitman & Mattord, Chapter 12 1. Final Paper
— Read Chapter 12 PowerPoint 2. Final Exam
3. Unit6 Discussion
XIV. College Resources
Advising
Self-Service
Withdraw Form
Blackboard Learn
SCPS Bookstore
Deets Library
Online Writing Center: View this brief video tutorial thatexplains howto enroll
IT Support: Marilyn.clements @sckans.edu or 888-684-5335x.121
XV. ADA Compliance Statement
Southwestern College Professional Studies is committed to makingreasonableaccommodations for
qualified students with documented disabilities. If you have a disability thatmay impactyour learningand
for which you may need accommodations, pleasenotify the Director of Learner Support and Academic
Success,at 888.684.5335.
XVI. Senior Capstone and Graduate Projects:

The majority of the programs offered by Southwestern College Professional Studies concludewith a
Senior Capstoneor Graduate Project. Duringthe Capstone or Project coursestudents will berequired to
retrieve papers,assignments and projects that they created during their entire program of study. For this
reasonitis imperativethat students design a method of storing program course work for use duringtheir
final classatSouthwestern College Professional Studies.
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